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PRIVACY NOTICE

PRIVACY STATEMENT

1.1.

1.2.

1.3.

This Privacy Policy of XMR Markets (Pty) Ltd (2015/241042/07), an authorized finandal
services provider (FSP license number: 46452), with its office address at 33 Scott Street,
Waverley, Johannesburg, 2090, South Africa, is made in order to protect the privacy and
safeguarding the personal and financial information of our clients and Website visitors is
one of our highest priorities. We are committed to protecting the privacy of our usersand
complying with applicable Protection of Personal Information Act 4 of 2013 (POPIA) and
otherdataprotection laws. Grodena Ltd is a registered company in Cyprus, with registration
numberHE 438008 and registered addressis Nisi 68, Agia Napa, 5330, Famagusta, Cyprus.
Grodenaltd is appointed as an Independent representative and Distributor.

PRINCIPLES OF POPIA COMPLIANCE

Accountability

XMR Markets is committed to maintaining accountability forthe processing of personal
information and ensuring compliance with POPIA.

Processing Limitation

Personal information will only be processed for legitimate purposes, and we will ensure
that the processingislawful, adequate, and relevant.

Purpose Specification

XMR Markets will specify the purposes forwhich personal informationis collected, and
data subjects will be informed of these purposes.

Data Minimization

We will only collect and process personal information that is necessary for the intended
purpose and will notretainitfor longerthanrequired.

Information Quality

We will take reasonable steps to ensure that personal information is accurate, complete,
and up-to-date.

Openness and Transparency

XMR Markets will be transparentabout how personal informationis processed, and data
subjects have the right to access their personal information.

Security Safeguards

We willimplement appropriate security measures to protect personal information against
unauthorized access, disclosure, orloss.

Data Subject Participation

Data subjects have the right to access, correct, or request the deletion of their personal
information, and XMR Markets will facilitate theserights.

The following Privacy Statement explains how we collect and protect your information. By
opening an account or by using our Web site, you give your consent to the collection and
use of personal information by us asexplained in this privacy statement.

COLLECTION OF PERSONALINFORMATION

2.1.

2.2.

We collectinformationrequired to open an account, to transact business effectivelyand to
safeguard yourassets and your privacy. To do this, we gatherinformation to help us assess
your needs and preferences.

The information we collect directly fromyou includes information required to communicate
withyou, including yourname, mailing address, telephone number, e -mail address and to
identifywho you are. We also collect demographicinformation when you open an account,
including, birth date, education, occupation, etc. and information about your transactions
with us. We also assess your trading experience, your approximate annual income and
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approximate networth to assess your financial position.

USAGE OF PERSONALINFORMATION

3.1.

We use personalinformation only as appropriate to provide you quality service and security.
For example, we may use the information collected from you to verify your identity and
contact information. We may also use this information to establish and set up yourtrading
account, issuean account number and a secure password, maintain your account activity, and
contact you with account information. Thisinformation helps usimprove our services to you,
customize your browsing experienceandinformyouaboutadditionalproducts, servicesor
promotionsthatmaybeofinterestto you.

OUR AFFILIATES AND PARTNERS

4.1.

We may share information with affiliates if the information is required to provide the
product or service you have requested or to provide you the opportunity to participate in
the products or services our affiliates offer. We may also forge partnershipsand alliances,
which may include joint marketing agreements, with other companies who offer high-quality
products and services that might be ofvaluetoourclients.Inordertoensurethattheseproducts
andservicesmeetyourneedsand aredeliveredinamannerthatisusefulandrelevant, wemay
share some information with partners, affiliates and alliances. This allows themto better
understandtheoffersthataremostrelevantand useful. The useofyourpersonalinformationis
limitedtothe purposesidentifiedinourrelationship with the partner or affiliate.

NON-AFFILIATED THIRD PARTIES

5.1.

5.2.

5.3.

We do not sell, license, lease orotherwise disclose your personal information to any third
party forany reason, exceptas described below.

We reserve the rightto disclose your personal information to third parties where required
by law to regulatory, law enforcement or other government authorities or when necessary
to protectour rights or property.

To help usimprove ourservicestoyou, we may engage another business to helpusto carry
out certain internal functions such as account processing, order fulfilment, client service,
clientsatisfaction surveys orothersupportservices or data collection activities relevant to
our business. We may also provide a party with client information from our database to
help us to analyse and identify client needs and notify clients of product and service
offerings. Use of the information shared is strictly limited to the performance of the task
we request and for no other purpose. All third parties with whom we share personal
information are requiredto protect personalinformationin amannersimilarto the way we
protect personal information.

SECURITY

6.1.

6.2.

All information you provideto usis stored on secure servers. Any payment transactions will
be encrypted using SSLtechnology. Where we have given you (or where you have chosen)
a password which enables you to access certain parts of our Web site, you are responsible
for keepingthis password confidential. We ask you not to share a password with anyone.

Unfortunately, the transmission of information via the Internet is not completely secure.
Although we will do our best to protect your personal data, we cannot guarantee the
security of your datatransmitted to our Web site; any transmissionis at your own risk. Once
we have received your information, we will use strict procedures and security features to
try to prevent unauthorised access.

RESTRICTION OF RESPONSIBILITY
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7.1.

8.1.

8.2.

8.3.

9.1.

9.2.
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If at any time you choose to purchase a product or service offered by another company, any
personal information you share with that company will nolonger be controlled under our Privacy
Statement. We arenotresponsibleforthe privacy policiesorthe contentofsiteswelinktoand
have no control of the use orprotectionofinformationprovided byyouorcollected bythose
sites.Wheneveryouelecttolink to a co-branded Web siteorto alinked Web site, you may be
asked to provide registration or other information. Pleasenotethattheinformationyouare
providingisgoingtoathirdpartyandyoushould familiarize yourself with the privacy policy
provided by that third party.
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We may use your datato provide you with information about our goods and services which
may be of interest to you and we or our agents may contact you about these by post and
telephone.

If you are an existing customer, we will only contact you by electronic means (such as email,
voicemail or SMS) with information about our goods and services similar to those which
were the subject of a previous sale toyou.

If youdo not want us to use your data in this way, please tick the relevant boxes when we
collect your marketing preferences. You may change your preferences at any time by
contactingaClientServicesrepresentative. An opt out election made by oneaccount owner
of a joint account is applicable to all account owners of the joint account. An opt-out
election must be made for each separate account you hold with us.

USE OF "COOKIES"

We use cookies to assist us in securing your trading activities and to enhance the
performance of our Web site. (Cookies are smalltextfiles sent fromthe Web serverto your
computer.) Cookies used by us do not contain any personalinformation nor do they contain
account or password information. They merely allow the site to recognize that a page
request comes from someone who has already logged on.

We may share Web site usage information about visitors to the Web site with reputable
advertising companies for targeting our Internet banner advertisements on this site and
othersites. Forthis purpose, pixeltags (also called clear gifs orweb beacons) may be used
to note the pagesyou have visited. The information collected by the advertising company
through the use of these pixel tagsis not personally identifiable.

10. CHANGESTO THIS PRIVACY STATEMENT

10.1.

From time to time, we may update this Privacy Statement. In the event we change this
Privacy Statement, the revised Privacy Statement will promptly be posted to the Web sites
and we will post a notice on our Web sites informing you of such changes. You agree to
accept posting of arevised Privacy Statement electronicallyon the Web site as actual notice
to you. Any dispute overour Privacy Statementis subject to this notice and our Customer
Agreement.We encourage you to periodically check back and review this policyso that you
always will know what information we collect, how we use it, and to whom we disclose it.
If you have any questions that this statement does not address, please contact a Client
Servicesrepresentative.

11. ContactUs

11.1.

11.2.

If you have any questions or concerns regarding this Privacy Policy or your personal
information, please contact us at support@xmrmarkets.com

Contact Details of the Information Regulator (South Africa)
Phone: 0100235200
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Email: enquiries@informationregulator.co.za
https://inforegulator.org.za/
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